
[Singh, 3(1): January, 2014]   ISSN: 2277-9655 
   Impact Factor: 1.852  

http: // www.ijesrt.com(C)International Journal of Engineering Sciences & Research Technology 
[192-194] 

 

IJESRT 

INTERNATIONAL JOURNAL OF ENGINEERING SCIENCES & RESEARCH 
TECHNOLOGY 

Malicious Code Analysis using Metalanguage       
Ankur Singh Bist 

Govind Ballabh Pant University of Agriculture and Technology 
ankur1990bist@gmail.com 

Abstract 
Computer viruses are big threat to computer world; researchers doing work in this area have made various 

efforts in the direction of classification and detection methods of these viruses. Graph mining, system call 
arrangement and graphical analysis are some latest research activities in this field. The computability theory and the 
semi computable computable functions are quite important in our context of analyzing malicious activity. A 
mathematical model like random access stored program machine with the association attached background is used 
by Ferenc Leitold while explaining modeling of viruses in his paper. Computer viruses like polymorphic viruses and 
metamorphic viruses are using more efficient techniques for their evolution so it is required to use strong models to 
understand their evolution and then apply detection followed by the process of removal. Code Emulation is one of 
the strongest ways to analyze computer viruses but the anti-emulation activities made by virus designers are also 
active. Metalanguage and metaprogramming are used to analyze the malicious codes. 
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I. Introduction 
Metalanguage is language or can be expressed 

as collection of symbols that are used when language 
itself is being analysed. As far as Logic is concerned a 
metalanguage is defined as a language used to create 
statements about statements in another language. 
Distinguishing of expressions in a metalanguage from 
object language is done by the use of italics, writing on a 
separate line, or by using quotation marks. 
 

II.  Metalanguage and Malicious Codes 
Metalanguage can be categorized as--- 

1.  Embedded 
2.  ordered  
3.  nested 

A language that is formally, naturally and firmly 
entitled in an object language is called an embedded 
metalanguage. The relationship between formal 
languages shows that it is in the nature of any 
formalization of number theory that it is embedded 
within metalanguage. 

It generally occurs in natural languages like in 
English, where descriptors that is adjectives, adverbs, 
and possessive pronouns, create an embedded 
metalanguage and where nouns, verbs and in some 
places adjectives and adverbs produce an object 
language. For example the adjective “red” in the phrase 
“red carpet” is part of the embedded metalanguage of 
English language the noun “carpet” is part of the object 
language. In the phrase slowly talking the verb talking is 

part of the object language the adverb slowly is a part of 
the embedded metalanguage [1]. 
An ordered metalanguage implies to ordered logic.  An 
ordered metalanguage can be seen as a construction of 
one metalanguage to discuss about object language 
followed by the construction of another metalanguage to 
make discussion about the first one [1]. 

A nested metalanguage contains the flavor of 
ordered metalanguage in that each level represents higher 
degree of abstraction. However, a nested metalanguage 
differs from an ordered one in that each level includes 
the lower one. Linnean taxonomic system in biology is 
the example of a nested metalanguage. Each level in the 
system incorporates the one below it. The language 
utilized for discussing genus is also used to discuss 
species the one use to discuss orders is also used to 
discuss genera, up to kingdoms [1]. 
 

III. Expression types in a Metalanguage 
There are several entities commonly expressed 

in a metalanguage. In logic usually the object language  
is the metalanguage discussing about formal language. 
A deductive system of a formal media consists of 
the axioms and rules of inference that can be used 
to produce the theorems of the system.  
A metalinguistic variable is a symbol or set of symbols 
in a metalanguage which denotes symbol or set of 
symbols in some object language.  
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IV. Role of Metatheories and Metatheorems 
A metatheory is a theory whose subject matter 

is some other theory. Statements made in the metatheory 
about the theory are called metatheorems . A 
metatheorem is a statement that is true about a formal 
system expressed in a metalanguage. Unlike theorems 
proved within a given formal system, a metatheorem is 
proved within a metatheory and may reference concepts 
that are present in the metatheory but not belong to 
object theory [2]. An interpretation is attachment of 
meanings to the symbols and words of a language. 

Reddy et al. (1979) discovered and has 
demonstrated that much of the language we use to talk 
about language is conceptualized and structured by what 
he refers to as the conduit metaphor. The last years have 
shown the enormous energy or effort from virus writers 
to implement new malicious methods and to evade 
known detection technologies. An additional trend can be 
seen in technologies, which make the effort to scan for 
such files to an enormous time consuming task for 
example Win95/ Zmyst. Primary detection routines for 
Win95/Zmyst increased the overall scanning time on 
typical system [1, 2, 3]. 
Some Advanced polymorphic engines are - 

1.  VAMP - Vicodines Advanced Macro 
Polymorphism, generates random comments, 
malicious codes utilizing this engine will have 
to be detected using smart checksums or scan 
string technologies. 
 

2. CPE- Class polymorphic engine, first 
introduced in the CVK kit from Vicodines, 
random variable assignments is generated by 
this engine. A detection is only possible based 
on scan strings, heuristic  

Engines and algorithmic checksum approaches. 
 

 

 
Figure. 1 Generation of MetaMs file[2] 

The behaviour obtained by such systems can be 
also helpful for the development of overall behaviour 
blocking systems. Malicious functionality can be 
classified by a single Meta language. These 
functionalities could be the basis for advanced behaviour 
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blocking systems on an operating system basis whereby 
the runtime environment is freely exchangeable.  
Metaprogramming is concerned with the manipulation of 
formal objects that are actually programs [1, 2]. 
Metaprogramming systems have been studied from a 
variety of motivations, including partial evaluation and 
run-time code generation. The Meta-programming 
language defines a functional language with additional 
primitives for meta- programming. A language with 
facilities for building and running code fragments is 
described by authors in literature. This type of system 
has been defined for the language which ensures that 
code fragments executed do not fail by trying to execute 
open code. This type of system is proved safe, in the 
absence of effects or polymorphism. The major challenge 
in this domain of work is to deal with open and closed 
code properly. 
 

V. Conclusion 
Malicious codes are big threat that needs to be 

analyzed very seriously. There are various approaches 
that have been used by researchers working in this 
domain. Metalanguage and Meta programming is a way 
to analyze malicious codes. 
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